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VTTI GENERAL PURCHASE CONDITIONS 

 

1. DEFINITIONS 

Anti-Corruption Laws  mean the UK Bribery Act 2010, the U.S. Foreign Corrupt Practices Act 

of 1977, and any other law, rule, regulation or other legally binding 

measure with similar effect related to the prevention of bribery, 

corruption, fraud or similar or related activities, in each case as 

amended, to which the Parties are or may be subject to from time to 

time. 

Applicable Law  means, with respect to any Party, all provisions of laws, statutes, 

ordinances, rules, directives, regulations, royal decrees, ministerial 

decrees or orders, subordinate legislation, by-laws, notices, orders, 

industry codes, policies or standards, permits, certificates, judgments, 

decisions, decrees or orders of any governmental authority applicable 

to such Party. 

Confidential Information means any and all visual, written or other proprietary information in 

whatever form or medium provided by the Purchaser in connection 

with the Purchase Agreement, including but not limited to commercial, 

business, financial, sales, assets, technical, operational, strategic, 

promotional or customer information, information relating to 

discussions with, or any matter relating to, any governmental or 

statutory body and, where relevant, processes, maps, models, 

concepts, interpretations and other know-how, and all notes, analyses, 

compilations, engineering and feasibility studies or other documents 

prepared by the Purchaser as well as plans, prices, drawings that the 

Vendor has obtained from the Purchaser in the course of concluding 

the Purchase Agreement and in the performance thereof. 

Data Protection Laws  means the General Data Protection Regulation (GDPR) (EU) 

2016/679 or any other law, rule regulation or other legally binding 

measure with similar effect related to data protection to which the 

Parties are subject to from time to time.   

Defects Liability Period  means the period described in Clause 9.2.9.2  

Deliverables mean the Vendor’s work product and other output resulting from the 

Services that are provided by the Vendor to the Purchaser during the 

course of the Vendor's performance of the Purchase Agreement. 

General Purchase Conditions mean these general purchase conditions. 

Goods and Services mean the goods and/ or services as described in the Purchase 

Agreement including remedying of defects therein and any services 

which are necessary to complete the goods and services to the 

satisfaction of the Purchaser and all other things to be done by the 

Vendor as agreed in the Purchase Agreement. Goods and Services 

may also be used as separate definitions. 

 

Intellectual Property means the intellectual property described in Clause 10.2. 
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Location means the Purchaser’s terminal site or any other location as agreed 

by the Parties in the Purchase Agreement. 

 

Losses mean any damage, loss, cost, expense, injury and/or harmful effect. 

Offer means the offer from the Vendor in relation to the Goods and Services. 

Price means the price and/or fees for the Goods and Services as described 

in Clause 5 and more detailed in the Purchase Agreement. 

Purchase Agreement  means the purchase agreement, purchase order, acceptance of the 

Offer or any other agreement in relation to the Goods and Services 

between the Vendor and the Purchaser that is subject to these General 

Purchase Conditions, including any attachments thereto. 

Party  means either the Vendor or the Purchaser and “Parties” shall mean 

both of them. 

Purchaser  means  the Party purchasing the Goods and Services on the basis of 

the Purchase Agreement. 

Rely Upon Information  means the information which is selected and categorized by the 

Purchaser as rely upon information in accordance with Clause 7. 

Sanctions mean any economic or financial sanctions laws, regulations, trade 

embargoes, or other restrictive measures (including, but not limited to, 

export controls or asset freezes) imposed, administered or enforced 

from time to time by any Sanctioning Authority. 

Sanctioning Authority  means (i) the government of the United States or any of its agencies, 

departments or instrumentalities (including the Office of Foreign 

Assets Control of the United States Department of the Treasury  

"OFAC" (or any successor thereto)), the US State Department, the US 

Department of Commerce or the US Department of the Treasury), (ii) 

the Security Council of the United Nations, (iii) the European Union or 

any of its member states, (iv) the United Kingdom, (v) any member 

state of the European Economic Area, or (vi) any other governmental 

authority under whose jurisdiction the Purchaser, the Vendor or any 

Affiliate thereof operates at any time during the term of the Purchase 

Agreement. 

Sanctions List  means any list of persons or entities subject to Sanctions, as published 

or maintained by any Sanctioning Authority from time to time. 

Sanctions mean any economic or financial sanctions laws, regulations, trade 

embargoes, or other restrictive measures (including, but not limited to, 

export controls or asset freezes) imposed, administered or enforced 

from time to time by any Sanctioning Authority. 

 

Variation   means any change, substitution, increase and/or reduction to the 

Goods and Services. 

Vendor  means the Party providing the Goods and Services on the basis of the 

Purchase Agreement.  
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2. APPLICABILITY 

2.1 The Purchase Agreement and these General Purchase Conditions constitute the entire 
agreement between the Vendor and the Purchaser with respect to the subject matter thereof 
and supersede any and all prior communications, understandings, arrangements, 
representations and/or agreements between the Parties, whether written, oral, express or 
implied relating thereto. 

2.2 These General Purchase Conditions shall apply to all Goods and Services delivered to the 
Purchaser by the Vendor pursuant to the Purchase Agreement. 

2.3 The general terms and conditions of the Vendor, regardless how such terms and conditions are 
called, shall in no event be applicable to the Purchase Agreement. 

2.4 The Offer shall be valid for a period of at least two (2) months from the date mentioned in the 
Offer. 

3. TIME IS OF THE ESSENCE 

3.1 The Vendor possesses the business capacity and the personnel to perform all obligations under 
the Purchase Agreement in a timely, professional and appropriate manner. Delivery of the 
Goods and Services shall be made in accordance with the delivery schedule specified in the 
Purchase Agreement and at the Location(s) set out in the (attachment to) the Purchase 
Agreement. Delivery dates are of the essence. Early delivery of Goods and Services shall 
require prior written approval of the Purchaser.  

3.2 In the event the Vendor is in breach of the agreed time and/or delivery schedule, the Vendor 
shall be automatically in default, without notice being required from the Purchaser to the 
Vendor.  

3.3 In the event of delay of delivery, the Vendor shall as soon as any delay becomes apparent, 
inform the Purchaser thereof in writing specifying (i) the actual date of delivery, and (ii) how the 
late delivery shall be made up for in the overall delivery schedule, always in close consultation 
with the Purchaser and with the purpose of remedying incurred damages. 

4. NO ASSIGNMENT AND SUB-CONTRACTING 

The Vendor shall not and, to the extent permitted by law, cannot assign and/or novate the 
Purchase Agreement or sub-contract the delivery of the Goods and Services wholly or partly to 
a third party, without the prior written consent of the Purchaser. Any consent as described in 
the previous sentence does not release the Vendor from any responsibility under the Purchase 
Agreement. 

5. PRICE, INVOICING AND PAYMENT 

5.1 The Price shall be fixed, not subject to revision and shall include any and all costs, including 
but not limited to transport, storage, inspection and packing costs.  

5.2 The Price shall include all taxes, duties, social security contributions and pay-roll taxes related 
to the Goods and Services, including those related to sub-vendor’s, if any. The Vendor shall 
indemnify the Purchaser in the event the Purchaser is held liable for the payment of any such 
taxes, duties and/ or contributions. Applicable VAT or other sales tax shall be specified and 
shall not be considered part of the Price. 

5.3 Invoices of the Vendor shall contain the following information: proper reference to the Purchase 
Agreement including the relevant part of the payment schedule, (where relevant) 
timesheets/materials sheets approved by the Purchaser, any statutory requirements and any 
format requirements by the Purchaser or other information set out in the Purchase Agreement. 
Invoices that do not meet the aforementioned will not qualify for the payment term and will need 
to be re-issued by the Vendor in accordance with the provisions hereof.  
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5.4 The payment term for undisputed invoices issued in accordance with Clause 5.3 shall be  
60 days. In the event the Purchaser has not paid in time, the Vendor shall send a written notice 
of such late payment.  

5.5 The Purchaser may deduct any monies which are or may be payable by the Purchaser to the 
Vendor in connection with the Purchase Agreement from the invoices submitted by the Vendor. 
Nothing in this Clause affects the right of the Purchaser to recover from the Vendor the whole 
of the debt or any balances that remain after such deduction.  

6. CONFIDENTIALITY 

6.1 The Vendor shall keep confidential any and all Confidential Information, unless the Vendor has 
a legal duty to make (part of) the Confidential Information public or (part of) the Confidential 
Information has come into the public domain other than through the default of the Vendor. In 
case the Vendor has a legal duty to make (part of) the Confidential Information public, the 
Vendor will: 

a) give immediate notice thereof to the Purchaser so that it may seek a protective order or 

other appropriate remedies; 

b) withhold disclosure until the Purchaser has had reasonable opportunity to procure a 

protective order unless the Purchaser has given written notice to the Vendor of its decision 

not to seek a protection order; 

c) furnish only that portion of the Confidential Information which is legally required to be 

furnished; and 

d) use reasonable efforts to obtain assurances that confidential treatment will be accorded 

to that portion of the Confidential Information so furnished. 

6.2 The Vendor will use the Confidential Information only as necessary to provide the Goods and 
Services under the Purchase Agreement and will use the same degree of care, but no less than 
a reasonable degree of care, to protect the Confidential Information from being disclosed to 
persons other than its employees and any third parties on a need-to-know basis.  

6.3 The Vendor shall impose the same obligations as set out in Clause 6.1 and 6.2 on its employees 
and any third parties called upon by the Vendor and guarantees that such parties comply 
therewith. 

6.4 The Vendor shall not use the name or logo of the Purchaser as a reference or for any other 
purpose whatsoever. 

7. INFORMATION RECEIVED FROM THE PURCHASER 

7.1 The Vendor shall be responsible and liable for the correctness and accuracy and completeness 
of all information received from the Purchaser in relation to the Goods and Services. except for 
Rely Upon Information (if any) for which the Vendor shall use reasonable endeavours to review 
Rely Upon Information without an increase of the Price. 

The Vendor, in its capacity as a professional party with extensive knowledge and experience 
shall review the Rely Upon Information s and inform the Purchaser about manifest errors, 
interpretation issues which could lead to incorrect information, ambiguity and/or omission 
contemplated in the Rely Upon Information. If the Vendor informs the Purchaser of any such  
manifest errors, interpretation issues the  Vendor shall request for a written clarification from 
the Purchaser. 

8. LIABILITY AND INSURANCE 

8.1 The Vendor shall be liable for any and all Losses caused by breach of its obligations under the 
Purchase Agreement or caused by the negligence or default of the Vendor and/ or its sub-
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contractor’s or any other party under its control in respect of the Goods and Services and shall 
indemnify the Purchaser for any and all such Losses. Vendor’s liability under this Clause 8.1 
shall be limited to an amount of EUR 10 million per event. 

8.2 The Vendor shall at its cost have and maintain the following insurance coverage: 

a) a comprehensive general liability insurance up to at least EUR 5 million per event; 

b) a professional indemnity insurance up to at least EUR 5 million per event; 

c) motor vehicle insurance up to at least EUR 5 million; 

d) Contractors' all risks (CAR) insurance up to at least EUR 5 million; and 

e) insurance policy for Goods, including coverage for transportation and goods in transit and 

furthermore mandatory local insurance. 

8.3 On request of the Purchaser, the Vendor shall provide the relevant insurance certificates and 
in case of expiration renewed certificates. 

9. REPRESENTATIONS AND WARRANTIES  

9.1 The Vendor represents and warrants that: 

a) the Goods and Services shall be in accordance with the scope of work described in the 

Purchase Agreement, the terms and conditions of the Purchase Agreement, these 

General Purchase Conditions, best industry practice and Applicable Law as well as with 

the standards and the specifications as prescribed by the Purchaser; 

b) the Goods and Services are fit for purpose and free from any encumbrances and/or 

inherent or latent defects in design, workmanship, materials, method of assembly or 

otherwise;  

c) the ownership and title to any materials, deliverables and works related to the Goods and 

Services are with the Purchaser free from any lien, retention of title, charge or any other 

security interest and that no person other than the Purchaser shall have any claim to title 

thereto; 

d) the Goods and Services shall be delivered within the agreed delivery schedule; 

e) the Goods and Services shall be provided and executed in such a manner that the 

Purchaser is able to get the full, efficient and safe commercial operation of the Goods and 

Services with the minimum interruption for maintenance or repair; 

f) it is adequately and properly financed to meet all the financial obligations that it may be 

required to assume under the Purchase Agreement, and it has at all times such 

resources, experience, qualifications and capability at its disposal as may be required to 

enable it to perform its obligations under the Purchase Agreement; and 

g) it shall procure, where feasible, warranties in favour of both the Purchaser and the Vendor 

from the appropriate sub-contractors. Such warranties shall be freely assignable I and 

shall be for the respective durations indicated therein, commencing from the 

commencement of the relevant Defects Liability Period. 

9.2 The Vendor shall promptly remedy/substitute the Goods and Services for  a period of two (2) 
years after delivery and acceptance or the implementation/ commissioning of the Goods and 
Services whichever is latest (“Defects Liability Period”). The Vendor shall at its cost promptly 
remedy any such defect. If pursuant to this Clause 9.2 (part of) the Goods and Services are 
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remedied or substituted, the full defects liability period shall apply as of the time these Goods 
and Services respectively have been delivered.  

9.3 The Vendor shall obtain without delay and at its own cost such authorizations, rights of way, 
approvals, permits, consents and licenses which are necessary for it to deliver the Goods and 
Services, with the exception only of those which Purchaser will obtain as specified in the 
Purchase Agreement. The Vendor shall provide the Purchaser with all necessary assistance, 
data, information and documents as required by the relevant authorities, until such date that 
the Purchaser has confirmed that the application documentation to obtain such authorizations, 
approvals, Permits, consents and licenses is complete. 

9.4 The Vendor has and shall at all times maintain sufficient competent, experienced and fully 
qualified personnel to deliver the Goods and Services in a safe, efficient, environmentally 
sound, and professional manner and in accordance with the Purchase Agreement. The Vendor 
may not withdraw its personnel from the Location, except with prior consent from Purchaser. 

9.5 The Vendor represents and warrants that: 

a) neither the Vendor, its sub-contractors nor any of its directors, officers or employees is or 

is expected to become an officer or employee of any government or governmental 

department, agency or instrumentality in any jurisdiction; 

b) no official of any government or governmental department, agency or instrumentality in 

any jurisdiction is or will become associated with, or presently owns or will own an interest, 

whether direct or indirect, in Vendor or has or will have any legal or beneficial interest in 

the Purchase Agreement or in the payments made by the Purchaser hereunder;  

c) the Vendor has not and will not directly or indirectly make or authorize any payments, 

gifts or offers or promises to pay or to give anything of value to a foreign or political party 

official, political party or candidate in any jurisdiction to assist in obtaining or retaining 

business or directing business to others which, if done by Purchaser or its Affiliates, would 

violate any Applicable Law, including Anti-Corruption Laws;  

d) the Vendor shall include in its contracts with any sub-vendors a similar provision, 

restricting its sub-contractors from engaging in conduct which if engaged in would violate 

Anti-Corruption Laws i. The Purchaser may audit any records of Vendor to determine 

compliance with this Clause. The Vendor shall immediately notify the Purchaser of any 

violation of this Clause 9.5. 

9.6 The Vendor shall, and shall procure that its directors, officers, employees and agents shall, 
comply with all applicable Anti-Corruption Laws in connection with the performance of the 
Purchase Agreement, including but not limited to not giving, offering to give, authorizing the 
giving of or soliciting, accepting or agreeing to accept anything of value, whether directly or 
indirectly, for any improper purpose, if to do so would breach any applicable Anti-Corruption 
Laws. 

9.7 The Goods and Services shall be delivered in accordance with the standards of the latest 
version of the VTTI Health Safety and Environmental (VTTI HSE policy) as provided by the 
Purchaser. Any accidents, (near) misses and spills related to the Goods and Services shall be 
promptly reported to the Purchaser in writing. 

9.8 The Vendor shall on or before delivery of the Goods and Services assign and or novate all 
warranties or guarantees provided by the manufacturers of the Goods or sub-vendor’s of the 
Services. 

9.9 The Vendor guarantees the availability of critical spare parts for any Goods for at least a period 
equal to the lifetime of the Goods, as described in the Purchase Agreement and, if not 
described, for the lifetime generally expected in the industry for those Goods.  
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10. OWNERSHIP AND INTELLECTUAL PROPERTY 

10.1 All Goods and Deliverables provided to the Purchaser pursuant to the Purchase Agreement 
shall be owned exclusively by the Purchaser.  

10.2 Any pre-existing intellectual property rights related to the Goods and Services are and shall 
remain the full and exclusive property of the Vendor. The Vendor grants to the Purchaser an 
irrevocable, non-exclusive, royalty-free license to use such intellectual property rights in 
connection with and to the extent required for the use of the Goods and Services. 

10.3 All newly created intellectual property rights with respect to the Goods and the Services are 
vested in the Purchaser and – where relevant - transferred to the Purchaser. 

10.4 The Vendor guarantees that the use of the Goods and Services (or parts thereof) does not 
infringe any intellectual property right of third parties and the Vendor shall indemnify and hold 
the Purchaser harmless against any claim from third parties in this respect and any damage, 
loss and/costs suffered by the Purchaser. 

11. SUSPENSION AND TERMINATION 

11.1 The Purchaser may terminate the Purchase Agreement without cause by providing the Vendor 
thirty (30) days prior written notice thereof. The Vendor shall be entitled to payments for Goods 
and Services actually provided in accordance with the Purchase Agreement until the date of 
termination. If and when the Purchaser terminates the Purchase Agreement pursuant to this 
Clause, the Vendor shall immediately cease to perform any Services under the Purchase 
Agreement. 

11.2 The Purchaser may suspend its obligations under the Purchase Agreement by providing written 
notice thereof to the Vendor, as and when the Vendor is in breach of its obligations under the 
Purchase Agreement. 

11.3 The Purchaser may terminate the Purchase Agreement by providing written notice to the 
Vendor, stating the nature of the breach, if the Vendor commits a breach and the Vendor has 
not commenced reasonable steps to remedy such breach within 7 days and/or not remedied 
such breach within 14 days after written notice of the breach has been given by the Purchaser. 

11.4 The Purchaser may terminate the Purchase Agreement with immediate effect by providing 
written notice to the Vendor, stating the nature of the breach, if the Vendor: 

a) commits a breach which is not capable of being remedied: or   

b) is in breach of the agreed time and/or delivery schedule. 

11.5 The Purchaser may terminate the Purchase Agreement with immediate effect by providing 
written notice thereof to the Vendor in the event the Vendor: 

c) enters into or proposes to enter into any composition or other arrangement for the 

creditors generally or any class of creditors; 

d) becomes subject to any action or any legal procedure with a view to: 

i) it being declared bankrupt, adjudicated or found insolvent; 

ii) its winding-up or dissolution; or 

iii) the appointment of a trustee, receiver, an administrative receiver, administrator or 
similar officer in respect of any of its assets, who is not discharged within 30 days of 
such appointment; 

e) ceases to carry on its business; 
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f) goes into liquidation; or 

g) receives formal notice of any event or proceedings (by whatever name known) under the 

laws of any applicable jurisdiction which has an effect equivalent or similar to any of the 

events described in this Clause 11.5. 

PURCHASE OF GOODS 

12. FABRICATION AND SUPPLY OF THE GOODS 

The Vendor shall fabricate the Goods in accordance with the specifications set out in the 
Purchase Agreement and procure the agreed certificates from the certifying authorities, if 
applicable. 

13. DELIVERY OF THE GOODS  

13.1 Unless otherwise agreed in writing, delivery of the Goods shall be made Delivery Duty Paid 
(DDP) and excluding VAT in accordance with the ICC Incoterms in effect at the time of 
concluding the Purchase Agreement. 

13.2 Any Goods to be delivered shall be properly packed and the packing shall be undamaged upon 
delivery at the Location, unless otherwise agreed. The Vendor shall promote re-use of (packing) 
materials and shall keep the Location clean and remove waste as soon as reasonably possible. 

13.3 Delivery of Goods to the Location shall be checked and signed off for acceptance by the 
Purchaser. In the event any Goods are rejected by the Purchaser, the Vendor shall take back 
those Goods until they have been modified and have been re-checked and re-signed off and 
accepted by the Purchaser as set out above. Risk of loss of or damage to the Goods shall pass 
from the Vendor to the Purchaser upon acceptance by the Purchaser. 

13.4 Delivery of the Goods to the Purchaser shall not be deemed to be completed before all Goods, 
spare parts included, the related Services have been provided to the Purchaser and a complete 
set of the agreed documentation in twofold in hard copy and one soft copy has been delivered 
to Purchaser as well as all agreed certificates. The title to the Goods is transferred upon delivery 
to and acceptance by the Purchaser in accordance with the provisions of this Clause 12. 

PROVISION OF SERVICES 

14. DELIVERY OF THE SERVICES 

14.1 The Vendor shall at its own cost carry out and supervise the Services and procure availability 
of qualified, properly trained and experienced personnel and the required permits, approvals 
and exemptions. 

14.2 The Vendor shall not replace any personnel providing the Services, without the prior approval 
of the Purchaser. The Purchaser can request the replacement of Vendor’s personnel, where 
the Purchaser is of the opinion that this is in the interest of the performance of the Purchase 
Agreement. 

14.3 Replacement of any person shall in any case not result in an increase of the Price or a delay in 
the delivery schedule. 

14.4 The Services shall be rendered in accordance with the terms and conditions of the Purchase 
Agreement and these General Purchase Conditions, including inspections, testing and 
verification procedures and within or at the agreed time(s). Completion of the Services shall not 
be deemed to have occurred before (i) the Services have been provided on or at the Location(s), 
(ii) such have been accepted by the Purchaser, and (iii) a complete set of the agreed 
documentation including inspection reports, test data, certificates by the relevant authorities 
and/or notifying bodies has been delivered to the Purchaser in twofold in hard copy and one 
soft copy .  
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14.5 Inspection, review, testing, approval or payment by or on behalf of the Purchaser shall not 
release the Vendor from any obligation, warranty, guarantee, liability or indemnity under the 
Purchase Agreement and/or these General Purchase Conditions. 

15.  VARIATIONS 

15.1 The Purchaser has the right to make Variations. Variations shall be carried out and completed 
under the terms and conditions of the Purchase Agreement. Variations shall not lead to an 
increase of the Price or extension of time unless and to the extent reasonable and always 
subject to the Purchaser having received a written proposal within 7 days before the issue of 
the Variation. If the Variation would reasonably result in a reduction of the Goods and Services, 
a proportional reduction in Price shall be applicable. 

15.2 Variations may be initiated by the Purchaser by issue of a Variation notice at any time prior to 
completion of the Goods and Services. The Purchaser may request the Vendor to submit a 
proposal in respect of a proposed Variation. If the proposal is accepted by the Purchaser then 
the Variation shall be confirmed by the Purchaser by issue of a Variation notice. Any such 
Variation shall not substantially change the extent of the nature of the Services. 

15.3 A Variation to the Goods and Services may be issued in respect of any: 

a) amendment to the scope of Services and/or amendment to the specifications of the 

Goods; 

b) omission of part of the Services but only where such omitted Services are no longer 

required by the Purchaser; 

c) changes in the specific sequences or timing in the performance of the Services or delivery 

of the Goods;  

d) changes in the method of implementation of the Goods and Services;  

e) provision of the Purchase Agreement requiring the issuance of a Variation; or 

f) proposal submitted by the Vendor. 

15.4 The Vendor shall be bound by each Variation unless the Vendor promptly gives notice to the 
Purchaser with supporting evidence that: 

a) it does not possess the relevant skills or resources to carry out the Variation; or 

b) the Vendor considers that the Variation will substantially change the extent or nature of 

the Goods and Services. 

The Vendor shall not otherwise make any changes to the Goods and Services. 

16. SANCTIONS  

16.1 Each Party shall comply with all applicable Sanctions in connection with the performance of the 
Purchase Agreement and shall be excused from performance of any obligation hereunder to 
the extent that such performance is prohibited by applicable Sanctions. 

16.2 The Vendor shall immediately notify the Purchaser if the Vendor, any of its Affiliates and/or its 
sub-contractors or any of its or their respective directors, officers, agents or employees or any 
person acting on behalf of any of them becomes identified on any Sanctions List. 

16.3 Without prejudice to any other rights or remedies that the Purchaser may have under the 
Purchase Agreement or at law (including, without limitation, the right to damages for breach of 
contract), it shall have the right to terminate the Purchase Agreement with immediate effect if: 
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a) the Vendor has breached this Clause; or 

b) the Vendor, any Affiliate or sub-contractor and any of their respective directors, officers, 

agents, employees or any person acting on behalf of them thereof becomes identified on 

any Sanctions List, 

provided that the Purchaser shall have provided the Vendor with written notice of its intention 

to terminate in accordance with this Clause. 

16.4 The Vendor indemnifies and holds the Purchaser harmless from and against any and all claims, 
damages, penalties and all other costs arising from or related to any breach of this Clause, 
including (without limitation) any legal fees or other expenses incurred by the Buyer in respect 
of any investigation or enforcement proceedings by any competent authority relating to a 
suspected or alleged breach of Sanctions. 

17. DATA PROTECTION 

17.1  COMPLIANCE WITH GDPR:   

Both Parties agree to comply with Data Protection Laws and each Party shall ensure that any 
personal data shared under the Agreement is processed in accordance with the Data Protection 
Laws.  

17.2 DATA PROCESSING:   

Each Party shall process personal data only for the purposes specified in the Agreement and 
shall not process personal data in a way that is incompatible with those purposes.  

17.3 SECURITY MEASURES:   

Both Parties shall implement appropriate technical and organizational measures to ensure a 
level of security appropriate to the risk, including but not limited to, the pseudonymization and 
encryption of personal data, and ensuring the ongoing confidentiality, integrity, availability, and 
resilience of processing systems and services.  

17.4 DATA SUBJECT RIGHTS:   

Each Party shall assist the other in responding to any request from a data subject and in 
ensuring compliance with their obligations under the Data Protection Laws with respect to 
security, breach notifications, impact assessments, and consultations with supervisory 
authorities or regulators.  

17.5 DATA BREACH:   

In the event of a personal data breach, each Party shall notify the other without undue delay 
and provide sufficient information to allow the other Party to meet any obligations to report or 
inform data subjects of the personal data breach under the Data Protection Laws.  

17.6 SUB-PROCESSORS:   

Each Party shall obtain prior written authorization from the other Party before engaging any 
sub-processor. The sub-processor must agree to comply with the same data protection 
obligations as set out in the Agreement.  

17.7 DATA TRANSFERS:   
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Personal data shall not be transferred to a country or territory outside the European Economic 
Area (EEA) unless the transfer is compliant with Chapter V of the GDPR.  

17.8 TERMINATION:   

Upon termination of the Agreement, each Party shall, at the other Party’s written request and 
within 30 days, return or delete all personal data processed on behalf of the other Party, unless 
required to store the personal data by European Union, member state law thereof or any 
supervisory authorities or regulators in any other applicable jurisdiction.  

  

18. CYBER SECURITY  

18.1 SECURITY MEASURES AND PROCEDURES  

18.1.1 Each Party will have in place, maintain, and use commercially reasonable appropriate 
administrative, electronic, technical, organizational and physical information security 
measures to prevent unauthorized access to systems that are used to operate or 
administer the Agreement. Each Party will provide and maintain up-to-date security in 
relation to their information systems that connect to the internet including, but not 
limited to, either (i) an intrusion protection system that identifies and blocks 
unauthorized activity, or (ii) an intrusion detection system combined with 24/x7 
monitoring of malicious activity or policy violations.   

18.1.2  Each Party will have or procure the following:  

a. a procedure in place and organize regular awareness training with regards to cyber 
security (this includes the usage of storage devices) to all its employees, contractors and 
sub-contractors.  

b. implementation and maintenance up-to up-to-date change management procedures 
which include their testing certification, and approval processes specifically related to 
standard bug fixes, updates, security patches that are related to infrastructure used to 
operate the Agreement; and  

c. regular third party vulnerability assessment, including manual testing.   

18.2 NOTICE OF INCIDENT   

In the event a Party becomes aware of any information security incident, whether in or outside 
of such Party’s Management Systems, such Party shall promptly, but no later than within 
seventy-two (72) hours of discovery, inform the other Party in writing of such discovery. Such 
notice shall summarize in reasonable detail the effect of the Information Security Incident and 
the corrective action taken or to be taken by such Party.  

 

 

19. GOVERNING LAW AND DISPUTE RESOLUTION 

19.1 Unless otherwise agreed by the Parties, these General Purchaser Conditions shall be governed 
by and construed in accordance with the laws as mentioned in the Purchase Agreement. 

19.2 The United Nations Convention on Contracts for the International Sale of Goods is expressly 
and entirely excluded. 

 


